CYbEI‘SOUI‘CE® Fraud Management Solutions

Close Your Fraud Threat Window
and Keep Good Customers Happy.

m Stop fraud closer to its inception
m Detect good orders quickly

s Reduce manual intervention, increase process efficiency

Protect.




Close Your Fraud Threat Window while Keeping Good Customers Happy

On average, it takes 45 days for a merchant to learn that an order is fraudulent.

Are you closing the window on
serious threats — or good
customers?

Information is the foundation of your fraud
detection strategy. The more data you
have, the more quickly and accurately you
are able to detect fraud — provided you're
able to make the best use of it.

You'd like to be able to make quick,
confident decisions about the transactions
you accept and those you reject, but, too
often, you are forced to err on one side or
the other, or drive even more orders into
costly manual review. As a result, you may
be missing out on revenue your company
needs to grow, needlessly increasing
overhead costs, and exposing your
business to financial and reputational risk.

What's keeping you from making
the right decisions around fraud
management?

The businesses we talk to tell us they have
three major objectives when it comes to
threat management:

“l need to minimize fraud losses.”

“I need to provide a positive customer
experience.”

“I need to minimize my operating costs.”

of merchants in

North America say fraud

Is “cleaner” and becoming

harder to detect

- CyberSource 12" Annual

Online Fraud Report




Fraud Management Solutions

Detect More Fraud with the World’s Largest Fraud Detection Radar

A typical merchant sees only a fraction of transaction activity available for fraud detection.

But what if...

" |fyou could stop fraud closer to its
inception, would this help you minimize
your fraud losses?

" |f you could detect good orders
quickly, would this help you ensure a
positive customer experience?

®" |f you could reduce manual
intervention and tune your process
more quickly, would this help you
minimize your operating costs?

What Success Looks Like

PC Mall: A Top 100 Internet Retailer

Review Rate: W 30%

Review Time per Order: ¥ 60%
Fraud Rate: ¥ additional 10 bp
Team Capacity: N 30%

Source: Internet Retailer September, 2010

Close the threat window without
alienating your best customers
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That's why companies are coming to
CyberSource: Because we provide the most
relevant data to help you make a fraud
decision. They know we have the world’s
largest fraud detection radar — visibiity into
more than 60 BILLION transactions that
Visa and CyberSource process annually
(complete with correlated truth data) — plus
in-depth fraud expertise, and advanced
technology to make swift, accurate fraud
management decisions. See next page for
solution details.

Protect. Grow.



CyberSource*

Overview of CyberSource Fraud Management Solutions

CyberSource Decision Manager Case Management System Cuts Review Time

Our global fraud management portal helps you You get a workflow-savvy interface that

detect fraud sooner and more accurately, and consolidates order information for faster review,

streamline fraud management operations. provides in-system callouts to third-party validation
services to eliminate need for duplicate data entry,

It's About Data. Get the Most. and allows review teams to tailor layouts to match

Decision Manager is powered by a fraud task flow.

detection model (radar) based on the over 60
billion transactions Visa and
CyberSource process
annually, as well as over
200 validation and
correlation tests. With more
data, you get more insightful
correlations to detect sophisticated fraud.

Insightful Analytics Improve Process
Reporting and analytics provide more visibility
into your rule, reviewer and overall fraud
management process performance. Armed with
this data, you are better able to pinpoint
opportunities and make improvements that move
the efficiency needle in the right direction.

o Worldwide activity across multiple merchants CyberSource Managed Risk Services

¢ Online, Call Center, Point of Sale, more Back Your Team with Experts

e Multiple payment types and brands Our Performance Monitoring Service augments
* Device information (ThreatMetrix) the skills of your team with fraud analysts, expert in
e Telephone and address validation your industry. We’'ll monitor performance, guide

e Velocity, positive/review/negative lists strategy and rules, and provide insightful analysis
e More... to help ensure fraud rates are kept low, and

operations are efficient.
Rule Management Console Speeds Reaction

Your fraud analysts can create and customize Outsource Your Full Operation

rules without IT intervention, for faster, more Or use our Screening Management Service,
accurate response to fraud attacks. Rules can be available 24/7, to manage all of your screening and
tested in “passive mode” on real transactions to review operations, allowing you to optimize results
assess impact before going into production. without adding staff as your business grows.
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